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Why Talk About This?
Two apparent misconceptions:
1.
2.

The Patriot Act is a big threat to privacy
Keeping personal information in Canada eliminates that threat

Patriot Act as Threat to Privacy
Patriot Act

All other threats

* Not scientific

Agenda
Why do these
requirements exist?

What is Data
Localization?

1

2
Data Localization
requirements in
Canada

3

4
What do these
requirements
accomplish?

What is Data Localization?
•
•
•

Restrictions on the transfer, storage or processing of data outside a
country’s borders
Requirements may require all data to stay in country, or require local
copies
Can be legal or policy (formal or informal)

Where?

Why?
•
•
•

Privacy & security
Digital mercantilism
Surveillance and control over information

Canadian Data Localization Requirements
Legal Requirement
Explicit Policy
Requirement
No Explicit Policy

BC Freedom of Information and Protection of
Privacy Act (FOIPPA)
•
•
•

Restrictions in effect on Oct. 21, 2004
Section 30.1: A public body must ensure that personal information in its custody or
under its control is stored only in Canada and accessed only in Canada…
Exceptions:
–
–

Consent
disclosure outside Canada is necessary for
• installing, implementing, maintaining, repairing, trouble shooting or upgrading an
electronic system, or
• data recovery that is being undertaken following failure of an electronic system

Nova Scotia Personal Information International
Disclosure Protection Act
•
•

•

In effect Nov. 15, 2006
Subsection 5(1): A public body shall ensure that personal information in its custody
or under its control and a service provider or associate of a service provider shall
ensure that personal information in its custody or under its control is stored only
in Canada and accessed only in Canada….
Exceptions:
–
–

Consent
Head of a public body may allow storage or access outside Canada…if the head considers
the storage or access is to meet the necessary requirements of the public body's
operation

Nova Scotia PIIDPA 2017 Annual Report
•
•
•
•

Public bodies must report reliance on exemption
for purposes that are “necessary”
Approx. 80 public bodies relied on exemption in
2017
Many report temporary access to gov. systems
via mobile device, laptop, etc. while travelling
Other products/systems:
–

PowerSchool, Google Apps for Education; Google
Analtics; FairWarning, SAP, Mailchimp, Office365,
SurveyMonkey, Doodle, Slack, Salesforce,
VerticalResponse, Proposify, PayPal, Eventbrite,
Meditech, GE Healthcare, Phillips, Blackbaud,
Attend.com, Moodie, Constant Contact, Netmath,
ClassDojo, Prezi,

Explicit Policies: New Brunswick
•

Government of New Brunswick Policy AD-7107 - Government Information
Technology Systems Security Policy:
– All GNB information shall be retained on Information Technology
systems located within the boundaries of Canada although support for
the systems may be done outside of Canada.

•

BUT, General Regulation under the Personal Health Information Privacy
and Access Act:
– Information managers providing a public body with information management
or information technology services may store personal health information in
their custody or in their control outside Canada.

Explicit Policies: Saskatchewan
• Saskatchewan Cloud Computing Security Policy
– Any Government of Saskatchewan Data containing Personally
Identifiable Information must ensure data at-rest resides in Canada

NFLD OCIO Advice: Avoid the Cloud Altogether
•

Office of the Chief Information Officer (OCIO) provides following “advice”
in Cloud-Based Storage Services:
– Personal or confidential information should not be stored within cloud-based
storage solutions. These services should only be used to handle information
that is not personal or confidential.
– Not binding: Government users are strongly encouraged to follow the advice
within this document when considering the use of these third party, nongovernment services in support of their lines of business.

Federal Treasury Board Requirements
•

Direction for Electronic Data Residency (Nov. 1, 2017): all data Protected B and
above must:
–
–

•

Protected B: Information or assets that, if compromised, could cause serious
injury to an individual, organization or government.
–

•

Be physically located in Canada; or
Within GoC premises if stored abroad

E.g.: law enforcement and medical records, personnel evaluations and investigations,
financial records, solicitor-client confidence

Protected A: Information or assets that, if compromised, could cause injury to an
individual, organization or government.
–

E.g.: addresses, age, race, date of birth, and unique identifiers like SIN

Other Considerations
•
•

Review focused on provincial-wide policies (policies may exist within specific
bodies, departments, agencies, crown corps., municipalities, etc.)
Even in the absence of explicit policy requirements, there may be a preference for
storage in Canada: some jurisdictions indicated that location is considered as part
of privacy and/or security assessment; e.g., PEI, Yukon

The Market Response: Canadian Offerings

BC and Nova Scotia “Blocking” Provisions
•

•

Foreign demand for disclosure: subpoena, warrant, order, demand or request that
is from a foreign court, an agency of a foreign state or another authority outside
Canada
Public bodies & service providers who receive foreign demand for PI must:
–
–

•

Immediately notify minister responsible for FOIPPA/PIIDPA
Not respond to demand without authorization from Minister

Service providers can be fined up to $500k for violating either law

How did this begin?

USA Patriot Act
•
•

•
•

•

Amended Foreign Intelligence Security Act (FISA) to improve information gathering
and sharing capabilities after 9/11
Section 215: FISA court can issue “secret” order providing FBI with access to
“business records”, including “any tangible thing” to assist in investigating:
international terrorism; counterespionage; or clandestine intelligence activities
Orders are ex parte
Includes “gag order”: No person shall disclose to any other person (other than
those persons necessary to produce the tangible things under this section) that the
FBI has sought or obtained tangible things under this section (violations can result
in fines and/or prison sentences)
USA Freedom Act (Jun. 2015) added some privacy protection, but s. 215 still exists

BC OIPC Patriot Act Study (2004)
•

•

There is general consensus in the submissions to us that the FIS Court could, under
FISA, order a US-located corporation to produce records held in Canada that are
under the US corporation’s control
We cannot ignore the fact that US courts have upheld subpoenas ordering
corporations to disclose records located outside the US, even where a foreign law
prohibits the disclosure. We nonetheless conclude, however, that the FIS Court
might decline to order disclosure in the face of a clear and strong British Columbia
law prohibiting disclosure.

The Maximus Case
•
•
•
•
•

Ministry of Health issued RFP to outsourced certain payment-processing functions of
the Medical Services Plan (involved personal information)
Contract awarded to U.S.-based Maximus
BCGEU court challenge alleged violations of FOIPPA & Charter, sought order
declaring Master Services Agreement (MSA) invalid
BC OIPC initiated Patriot Act inquiry
BC Government amended FOIPPA to include data localization requirements in Oct.,
2004

BCGEU v. British Columbia, 2005 BCSC 446
•
•

“There is no doubt that Maximus U.S. is subject to the United States
Patriot Act, and especially s. 215 thereof”
However, “the contractual provisions, the corporate structure, and the
legislative provisions provide more than reasonable security with respect
to records in British Columbia.”
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Province of BC Recommended Privacy
Protection Measures
•

All directors of Service Provider to be Canadian citizens and
majority BC residents, each to sign a direct agreement with the
Province restricting disclosure and requiring director to advise
Province of any potential disclosure of personal information

•

Restrictions in the incorporation documents of Service Provider that
make disclosure, of personal information contrary to Canadian and
British Columbia law, outside of the company’s corporate authority
Three layer corporate structure with Service Provider being wholly
owned by a Canadian entity who, in turn, is owned by the U.S.
company, thereby removing direct ownership of the Canadian Service
Provider by the U.S. parent company
Disclosure of personal information by Service Provider or any of its
subcontractors other than in the ordinary course of performing
services subject to approval of Service Provider’s Canadian chief legal
counsel who is a member in good standing of a Canadian bar

•

•

GoC Microsoft Assessment
Although Microsoft identified mechanisms to reduce the risks to
client data, no mechanism is able to entirely prevent foreign
access to data should legal requests be invoked (Briefing note by

Assistant Deputy Minister - Cyber and IT Security, to COO of Shared Services
Canada, May 2017)

U.S. Clarifying Lawful Overseas Use of Data Act
(CLOUD Act)
•
•
•

•

Amended the Stored Communications Act (SCA) in 2018 to return to pre Microsoft v.
United States status: physical location of data is not relevant
Applies to “electronic communications service” (ECS); e.g., ISP; and “remote
computing service” (RCS); e.g., cloud services provider
Purpose is to provide Fourth Amendment-like privacy protections for computer
networks (prohibits unreasonable search or seizure, protects reasonable
expectations of privacy)
Establishes requirements for government to compel disclosure of information via
warrants, subpoenas and other orders

CLOUD Act: Requirements
•

Warrant, subpoena or order may be directed at ECS or RCS if:
1. Entity is subject to “personal jurisdiction” in U.S.
2. Entity has “possession, custody, or control” over information
3. Order must comply with Fourth Amendment (does not apply to non-citizens outside US)

•

Provides for “executive Agreements” with foreign governments to facilitate access
to data in other countries for law enforcement purposes

CLOUD Act: Protections
•
•

Challenge can be made to an order seeking data protected by laws of a country
with an Executive Agreement
Provider can challenge order and court can quash or modify if it finds that:
–
–
–

•

disclosure would cause the provider to violate the laws of the foreign government;
granting the challenge would serve "the interests of justice"; and
the customer or subscriber is not a U.S. person and does not reside in the U.S.

Provider can also inform foreign government to allow it to object directly to the US
government

FISA vs. Cloud Act
• International terrorism
• Counterespionage
• Clandestine intelligence
activities

US
Government

• Other criminal investigations

Patriot Act

•
•
•
•

Few privacy protections
Orders ex parte
Gag orders
Blocking statutes irrelevant

Cloud Act

•
•
•
•

Some privacy protections
Orders can be challenged
Foreign government customers can be notified
Blocking statutes have some relevance

Physical location of data is irrelevant under both avenues

FISA Stats – Business Records (2018)

Trade Considerations
•
•
•

•

Data localization is a non-tariff barrier (NTB)
Canada’s data localization requirements have been identified as NTBs by US
companies according to United States International Trade Commission
Canadian government officials seeking to preserve rights to localize data (Michael
Geist, Data Rules in Modern Trade Agreements: Towards Reconciling an Open
Internet with Privacy and Security Safeguard, Apr. 2018)
Chapter 14 (E-commerce) of the Comprehensive and Progressive Agreement for
Trans-Pacific Partnership includes restrictions on data localization

Comprehensive and Progressive Agreement for Trans-Pacific
Partnership (CPTPP): Chapter 14 - E-Commerce
•
•

No Party shall require a covered person to use or locate computing facilities in that
Party’s territory as a condition for conducting business in that territory
BUT, does not apply to:
a) government procurement; or
b) information held or processed by or on behalf of a Party

•

Also, “Nothing…shall prevent a Party from adopting or maintaining measures
inconsistent with paragraph 2 to achieve a legitimate public policy objective”

Bottom Line
•
•
•
•

Data location has no relevance to privacy protections wrt FISA (the concerns that
started all this) or Cloud Act
In fact, certain provisions of FISA (like section 702) only allow for targeting of
foreign individuals believed to be outside of US
Blocking statues have some relevance to Cloud Act mechanisms
Canada has similar, secret data collection powers under Canadian Security
Intelligence Service Act and National Defence Act

Bottom Line
•

True protection from foreign data collection powers requires more than residency
or blocking statues
–
–
–

•
•
•

Maximus-like separation of corporate structure
Government-owned infrastructure
Zero-knowledge encryption

However, no need to fear the cloud or foreign-based service providers
FISA is a very small threat; data breaches present far risks to Canadians
Key questions to consider:
–
–

Public sector bodies: how far will service go to fight demands from law enforcement?
Service providers: what commitments are you willing to make?

I.
II.
III.

Freedom of Information and Protection of Privacy Act, RSBC 1996, c 165
Personal Information International Disclosure Protection Act, SNS 2006, c 3
Nova Scotia Personal Information International Disclosure Protection Act Annual
Report 2017
IV. Saskatchewan Ministry of Central Services Information Security Branch, Cloud
Computing Security Policy, Dec. 2018
V.
Newfoundland & Labrador, Office of the Chief Information Officer, Cloud-Based
Storage Services
VI. Government of Canada, Treasury Board of Canada Secretariat, Direction for
Electronic Data Residency, Mar. 2018
VII. BC Govt Serv. Empl. Union v. British Columbia (Minister of Health Services), 2005
BCSC 446 (CanLII)
VIII. Department of Justice Guidelines on Security for Domestic Legal Agents: Protected
Information and Assets

IX.
X.

Province of British Columbia, Privacy Protection Measures, Sep. 2007
Information & Privacy Commissioner for British Columbia, Privacy and the USA
Patriot Act: Implications for British Columbia Public Sector Outsourcing, Oct. 2004
XI. US Office of the Director of National Intelligence, Statistical Transparency Report
Regarding the Use of National Security Authorities, Calendar Year 2018, Apr. 2019
XII. United States International Trade Commission, Digital Trade in the U.S. and Global
Economies, Part 2, Aug. 2014
XIII. Michael Geist, Data Rules in Modern Trade Agreements: Towards Reconciling an
Open Internet with Privacy and Security Safeguard, Apr. 2018
XIV. Agreement between the United States of America, the United Mexican States, and
Canada
XV. David Fraser, Privacy and cloud computing, Oct. 2011
XVI. https://novation.com/blog

Speaker Contact Information

Shaun Brown
Partner, nNovation LLP
sbrown@nnovation.com

